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Overview M o s L

MAAKET OPEAATIA SEAVICES LTD

MOSL has reviewed its compliance against the Market Operator (MO) obligations contained within the Market Codes for Q3 of
2018/19. The results of this review show an increase in compliance across the 13 services MOSL provides to the market, with the
number of non-compliant MO obligations (36) down from the previous quarter (Q2 2018/19: 68).

Obligations Market Impact
Status Q3 2018/19 High | Medium |  Low
Compliant 1,094 1,101 1,112 251 422 439 1,112
Non-Compliant 72 68 36 6 7 23 36
Total 1,166 1,169 1,148 257 429 462 1,148

Decrease in MO obligations

Total MO obligations have decreased as a result of market code changes implemented during the review quarter. These changes
directly impact MOSL’s MO obligations and are reflected in the compliance results and include:

« CPWO044 Digital Certificates and Public Key Updates
» 11 obligations were removed
» 13 obligations were reworded to reflect the change

« CPMO045 Updates to the Service Management Interface
» 10 obligations were removed
« 27 obligations were reworded to reflect the change

« CPMO046 Changes to the unplanned settlement process
+ Changes to wording of existing obligations only — no new obligations were introduced

Obligations Q3 2017/18 | Q4 2017/18 | Q1 2018/19 | Q2 2018/19

Net Increase / (Decrease) - 9 1 3 (21) -
Total 1,156 1,165 1,166 1,169 1,148
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https://marketoperatorservicesltd.sharepoint.com/riskcompliance/Shared%20Documents/MO%20Compliance/6.%20Dec-18/Interactive_Charts/MO_Compliance.html
https://marketoperatorservicesltd.sharepoint.com/riskcompliance/Shared%20Documents/MO%20Compliance/6.%20Dec-18/Interactive_Charts/Impact_Of_Non-Compliance.html

Areas of non-compliance MOSL

MARAKET OPEAATOR SEAWICES LTD
High market impact

Non-compliance relates to the implementation and 1ISO accreditation of MOSL’s Business Continuity Management System (BCMS)
and Market Incident Management Plan (MIMP), and implementation of an Escrow solution. MOSL is actively working to resolve this
non-compliance.

Low — med. market impact

MOSL provides a range of technical solutions to meet the requirements of the obligations. Where the solution is more appropriate and
effective for the operation of the market, MOSL proposes that the market codes be changed to align with the solution and current
operational practices.

Market impact of non-compliance Slide
““W_ Ref.

CMOS service management

Data management - - 7 7 6-7
Disputes - - - -
Financial settlement - - 2 2 8

Market charges and payments - = = -

Market compliance = = - -

Market engagement - - 2 2 13

Market entry assurance and exit* - 1 - 1 14

Market Incident Management Plan (MIMP) 6 5 11 22 9-11

Market operator compliance - - - -

Market performance and insight - 1 - 1 13

Panel and market code change - 1 1 //‘127

Trading Party compliance - - - =




Resolved non-compliances MOSL

MAAKET OPEAATIA

During Q3 2018/19, 32 individual non-compliances were resolved and reported as compliant. The rationale for the change in
compliance status is detailed below, together with the Service and Process to which each obligation relates.

Market code changes were made to reflect the operational function

. . of CMOS and Remedy.
Service management function

Interface 10 peak dail | for threshold revi These changes were approved by the Panel in Nov-18 and
Design eak daily volumes for threshold review implemented in early Dec-18:
* CPWO044 (Digital Certificates and Public Key updates)
Data * CPWO045 (Updates to the Service Management Interface)
Management

Changes implemented via CPW028 allows:

Data e each Wholesaler to view the other Wholesaler’s SPIDs on the

el 1  Sharing market datasets CMOS portal; and

* Market dataset reports to be generated for all Wholesalers.

Market code changes were made to reflect the current process for
trading party alerts and notifying trading parties of an incident.

Mechanism and frequency CGlI Service These changes were approved by the Panel in Nov-18 and
Desk contacts trading parties implemented in early Dec-18:

* CPWO044 (Digital Certificates and Public Key updates)
* CPWO045 (Updates to the Service Management Interface)

Service Desk 3

% | CMOS Service
Management Market codes changes were made to reflect current operational

processes for Digital Certificates, user account set-up and anomaly
Management of Digital Certificates thresholds.

e
R
. Account

- Administration
a Anomaly thresholds

18  User account set-up These changes were approved by the Panel in Nov-18 and
implemented in early Dec-18:

* CPWO044 (Digital Certificates and Public Key updates);

* CPWO045 (Updates to the Service Management Interface).
e — , —
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Data Management
Non-compliant obligations: 7

Market
Impact

Data * Data transactions and validation
Transactions CMOS currently processes transactions as received
and Validation and does not impose a time limit / cut-off on any

given day. This differs from the market codes,
which restricts the processing and accepting of
transactions to business day only.

Low

MQSL

AKET DOFE

Given MOSL’'s commitment to improving
service to the market and its decision to
ensure CMOS operates on a 24/7 basis, a
market code change is proposed to amend
the obligation to align to current practice.

This change (CPWO053) is planned for
presentation at the Jan-19 Panel meeting.

Data * Mechanism for recording and applying MOSL
Corrections data corrections

MOSL is non-compliant with the storing of the

Before and After values in the tracking spreadsheet.

This information is retained in the database, but is
not otherwise stored externally.

Low

MOSL has a workaround in place for this

obligation, as follows:

* MOSL will take an extract from CMOS of
the attribute values before the change is
applied so that the Before and After
values can be stored.

* This extract will be run whenever MOSL
receives a bulk data change request.

There have been no such requests to date.

* The Before and After values will be stored
in separate registers (rather than
individual registers) in the form of a .csv
/. xlsx file.

To be fully compliant with this obligation and
subject to member feedback, MOSL proposes
that the market code by changed to reflect
the storing of these values in separate
registers. This change (CPWO053) is planned
for presentation at the Jan-19 Panel meeting.

pm———




Data Management

Cont.

MOSL

MAAKET OPEAATIA

. . Market
Details of non-compliance Close-out plan
Impact

Data
Reporting

Interface Design

* Dataretention

The FTP retains 7 iterations of the market dataset

rather than iterations for a 3 month period (as

specified in the market code). If necessary these

datasets can be re-run as at a specified date. 2 Low

* Data retention period

The market dataset extract is produced on a
calendar day basis rather than on a business day
basis.

* Jaspersoft report functionality

MOSL is non-compliant with report downloads as
the reports are available to be downloaded
individually rather than as a batch. All standard
reports are generated on the FTP site and allow
the trading parties to tag multiple reports for
single batch download.

Low

* CPWO053 (MO Transaction Processing and

Reporting) has been raised and is due to be
presented to the Panel in Jan-19.

Focused on correctly outlining how reports

are processed by MOSL, this change will:

* revisit the policy for retaining reports on
FTP servers; and

* adjust the descriptions of how users of
CMOS can select and download reports.

MOSL intends to replace Jaspersoft with an
alternative reporting tool in 2019.

The relevant CSD’s will need to be revised
to reflect the new tool functionality when it
is delivered.




Financial Settlement
Non-compliant obligations: 2

. . Market
Details of non-compliance Close-out plan
Impact

Unplanned
Settlement Runs

* Unplanned settlement reporting

This obligation relates to the type of Unplanned
Settlement Reports issued by the Market
Operator in respect of a set of SPIDs that have
been recalculated as part of an unplanned
settlement run.

MOSL is non-compliant as we recalculate and
issue the complete pairing rather than the
affected SPIDs (i.e. using disaggregated reports 2

. Low
for charging).

MOSL has taken a policy decision to run
settlement pairings rather than individual SPIDs
as this is operationally more efficient and
provides trading parties with more data. The
approach of not using disaggregated reports has
been pursued since market opening. This has
previously been verified by discussions with
trading parties.

MOSL

MAAKET OPEAATIA

MOSL has taken a policy decision to be
non-compliant with this obligation.

MOSL notes that a Code Change Proposal
has been developed by the Trading
Disputes Committee relating to extending
this obligation to cover both post-RF and
dispute settlement runs in respect of
individual SPIDs. This will be considered by
the Panel during Q4 2018/19.

MOSL may reconsider its policy position if
this Code Change is implemented.




Market Incident Management Plan (MIMP)

Non-compliant obligations: 2

. . Market
Details of non-compliance Close-out plan
Impact

Escrow
Agreement

* Escrow requirements

The requirements for escrow cascades down
from the market codes to the CGI contract, which
imposes an obligation on CGI to deposit into
escrow and keep fully up-to-date the Source Code
Materials.

The revised solution for escrow deposits has been
contractually agreed with CGI. As part of this
solution, the data will be deposited with NCC. In
order to do this, a deposit agreement needs to be
signed between CGIl, MOSL, Ofwat and NCC.

The market code requires the escrow deposit to
maintain “up-to-date” CMOS data. MOSL will
never be compliant with these obligations as any
escrow submission is periodic and therefore,
compromises the ability to be submitted in near
real-time.

MOSL

MARKET OPEAATON SEAWICES LTD

MOSL has agreed an escrow solution,
whereby CGI will deposit all CMOS
collateral (including data and Source Code
etc.) on a monthly basis.

Ofwat feel that they should not have any
liability for the data prior to any transfer
taking place. MOSL has suggested providing
an indemnity in the even Ofwat incur any
losses under the agreement for a transfer.

Ofwat are yet to sign the deposit
agreement, which means that the data
cannot be deposited yet with NCC.

MOSL will remain non-compliant with these
escrow requirements until which point the
deposit agreement is signed and the data is
deposited.




Market Incident Management Plan (MIMP) MOSL

Non—compliant obligations: 20 HIARET ORERRTOR SEAVIGES LT
Mark
m Details of non-compliance “ Close-out plan
Impact
Business * Business Continuity Management Systems * ADT have been selected to support

Continuity (BCMS) continuity rehearsal. Scheduled dates are as

MOSL is required to achieve the ISO 22301 follows:

accreditation within 6 months of market opening
and carry out a number of actions to retain such
accreditation on an ongoing basis.

* Internal rehearsal w/c 28 Jan
e Market rehearsal w/c 4 Feb
* Lloyd’s Register have been selected as the

certifying body. An initial gap analysis was
performed in Dec-18. Key dates:

This cannot take place until staff training and a
successful rehearsal has taken place.

* Stage-1 due w/c 23 Jan.

* Stage-2 (leading to ISO 22301
certification) due w/c 25 Mar.
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Market Incident Management Plan (MIMP)

Cont.

MOSL

MAAKET OPEAATIA

. . Market
Details of non-compliance Close-out plan
Impact

Business
Continuity

* CMOS design

The market codes make reference to a number
of CMOS requirements that require the High
Volume Interface to remain active at all times. As
with CMOS itself, this has the potential for
outage and cannot be completely mitigated.

* Presentation 5 Med

Prior to ISO accreditation, MOSL must present
the final BCMS to the Panel for information.

¢ Rehearsal

To validate the BCMS prior to ISO accreditation, a
formal rehearsal/incident simulating a continuity
scenario must be exercised.

¢ Rehearsal and live use of BCMS

There are number of requirements within the

market codes that relate to the specific 11 Low
implementation of a rehearsal or live operation

of the BCMS.

¢ CPWO051 was drafted and presented to the
Panel in Dec 2018, to align codes with
CMOS implementation. Revisions of this
change are due to be presented to the
Panel on 29 Jan, with a view to receive
Authority approval by 31 Mar.

* ADT have been selected to support
continuity rehearsal. Scheduled dates are as
follows:

* Internal rehearsal w/c 28 Jan
e Market rehearsal w/c 4 Feb

* MOSL proposes that the existing obligations
be modified to reflect a proportionate level
of system resilience. Authority
authorisation is required.




Market Performance and Insight MOS

Non-compliant obligations: 1 HARKET DRERATOR SEAVIGES LTD

Mark
Details of non-compliance arket Close-out plan

Impact

Market * Annual Market Performance Operating Plan * MOSL published the MPOP for 2018/19 in

Performance (MPOP) early Oct-18.

Operating Plan  pyplication of the MPOP was delayed due to

platform. until Mar-19, when the MPOP for 2019/20

will be published.




Market Engagement / MOS

Panel and Market Code Change
Non-compliant obligations: 3

. . Market
Details of non-compliance Close-out plan
Impact

Publications / * Provisions of information * The policy for the publication and

Panel MOSL’s timetable of reporting (market timetable) availability of information to third parties
and policy for the publication and availability of and timetable of reporting is due to be
information to third parties are available on the presented to Panel for approval in Mar-19.

website. These address market activity and —

performance information.

The Panel has not approved the timetable of
reporting and policy.




Market Entry Assurance & Exit M OS L

Missed Service Level Agreement (SLA): 1

Market entry
assurance

CEO Sign-off for Berendsen’s Business Solution Assessment was planned and sought on the final day of

the code obligation (i.e. 10 Business Day). The CEO was unable to attend the meeting and as such,

approval was not provided until the 11™ business day, 1 business day late. The entrant was advised of

the delay and the missed SLA was documented and reported internally. 1

MOSL is improving its process management and reporting to ensure that sign-off is sought prior to the
last applicable business day.




Availability of CMOS MOSL

2017/18 o

2017/18 Performance

CMOS Systems %
SLA targets*

99.9% 100% 100% 100% 99.73%  98.96% 100% 100% 100% 100% 100% 98.55% 100%

Customer calls /

service requests 85% 96.46%  96.5%  95.68% 97.17% 95.90% 94.68% 97.45% 97.09% 98.09% 96.05% 77.72%  93.92%
dealt within SLAs

2018/19

2018/19 Performance

[v)
CMOSSystems% 99906 100%  100%  100%  100% 100% 100% 98.02% 100%  100%
SLA targets*
Ee——
\ Customer calls / )
\serwcerequests 85% 97.7% 98.6% 99.03% 85.7% 93.2% 92.4% 90.1% 98.9% 93%




