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About this document 
The purpose of this document is to act as a submission form, when requesting the creation of your CMOS and Bilateral Hub accounts. The information below is required for your setup and access to these systems and their environments. CMOS (Production, MPS2 and MPS environments) and Bilaterals Hub (Production and Pre-prod). 

If you have any queries relating to the information provided in this document or would like someone to provide further guidance, please contact operations@mosl.co.uk and a member of the team will assist you with any queries about the form.
 
Please note this document will be updated throughout the lifecycle of all CMOS environments and Bilaterals Hub as new functionality is delivered.

[bookmark: _Toc146549849][bookmark: _Toc171947691]Version History 

	Version 
	Update
	Author
	Date

	1.0
	Initial proforma doc for market entrants only
	Hannah Allardice
	24/06/2024

	1.1
	Review
	Ricardo Wissmann-Alves
	10/07/2024

	1.2
	Updated section 3.1 to include Digicert as a trusted CA, plus a note on the Subject Alternative Name field on the certificate
	Hannah Allardice
	22/01/2025

	1.3
	Removed MVI content and minor format changes. 
	Hannah Allardice
	23/06/2025





1. [bookmark: _Toc171947692]Related Documents

Link to other documents.

	 Document Type 
	Filename 
	Date  
	Version 

	1.
	FTP Reporting Login instructions
	V3.0
	https://mosl.co.uk/document/3512-ftp-reporting-login-instructions-pdf

	2.
	Market Codes
	N/A
	https://mosl.co.uk/market-codes




 
2. [bookmark: _Toc171936066][bookmark: _Toc171947693]Proforma master data

[bookmark: _Toc171947694]2.1 Functionality Requirements

Please fill in the below functionality requirements you need by ticking the relevant boxes. Please Note: 

	Functionality Requirements
	CMOS MPS2*

	Production (CMOS/Bilaterals)*

	CMOS MPS*
	Bilaterals Pre-production

	CMOS LVI (GUI)
	☐	☐	☐	☐
	CMOS HVI (B2B)
	☐	☐	☐	☐
	CMOS FTP
	☐	☐	☐	☐
	BH Portal (LVI)
	☐	☐	☐	☐
	BH B2B (HVI) - JSON
	☐	☐	☐	☐


*CMOS Environments:
CMOS Production: is the production (live) environment.
CMOS MPS2: is a pre-prod environment that on change will be the first to receive systems changes
CMOS MPS: is a pre-prod environment that on change will be the last to receive systems changes
When system changes occur, they are implemented in this environment order: MPS2 – Production – MPS.

*Bilaterals environments:
The Bilaterals hub only has a Production (live) environment and a Pre-Prod environment for testing.








[bookmark: _Toc171947695]2.2 Market Participant details

Wholesalers and Retailers are treated as separate Market Participants, therefore separate proformas and certificates are required for each. Please fill in the table below:
	Attribute
	Required
	Company details here
	Examples

	Organisation name
	Yes
	
	ABCWater

	ORG ID
	Yes 
	
	ABCWATER-R (Registered ORG ID *)  

	Wholesale / Retail (W/R)
	Yes
	
	R

	Water services (yes/no)
	Yes
	
	Yes

	Sewerage services (yes/no)
	Yes
	
	Yes

	Secondary Addressable Object
	No
	
	

	Primary Addressable Object
	No
	
	

	Address Line 1 
	Yes
	
	16-18 Monument St, London 

	Address Line 2
	No
	
	

	Address Line 3
	No
	
	

	Address Line 4
	No
	
	

	Address Line 5
(City)
	Yes
	
	London

	Postcode
	Yes
	
	EC3R 8AJ

	Default contact name (e.g. Contract Manager)
	Yes
	
	John Smith











[bookmark: _Toc171936069][bookmark: _Toc171947696]2.3 Contract manager details
The role of the Contract Manager is the primary contact for each Market Participant with respect to their interaction with MOSL. First submission of a proforma must be done by the Contract Manager. Proforma admins can be added in the Authorised user section, to manage this process for the company going forward. Please complete all required fields.

	Attribute
	Required
	Company details here
	Examples

	Contract manager name
	Yes
	
	John Smith

	Contract manager Title 
	Yes
	
	Mr

	Contract manager Email Address
	Yes
	
	John.smith@mosl.co.uk

	Contract manager Phone Number 1
	Yes
	
	07778 123456

	Contract Manager Phone Number 2
	No
	
	07778 654321



[bookmark: _Toc171947697]2.4 IP details

[bookmark: _Toc459376903][bookmark: _Toc512261685][bookmark: _Toc514675388]IP details must be requested separately for all systems and environments, see below. For IP Ranges please provide start and end IP not CIDR notation.

[bookmark: _Toc62991127][bookmark: _Toc171936071]CMOS Portal and B2B
Required external IP address details for access to CMOS via Portal (LVI) and B2B (HVI).

	IP Address or range
	Production
	Pre-production (MPS2 and MPS)

	Specific
	
	☐
	☐

	Range
	
	☐
	☐


[bookmark: _Toc445743445][bookmark: _Toc445743598]
[bookmark: _Toc62991128][bookmark: _Toc171936072]FTP
Required external IP address details for access to FTP server via FTP.

	IP Address or range
	Production
	Pre-production (MPS2 and MPS)

	Specific
	
	☐
	☐

	Range
	
	☐
	☐


[bookmark: _Toc62991129][bookmark: _Toc171936073]


Bilaterals Hub – Portal and B2B
Required external IP address details for access to BH via Portal and B2B.

	BH Portal - IP Address or range
	Production
	Pre-Production

	Specific
	
	☐
	☐

	Range
	
	☐
	☐



	BH B2B - IP Address or range
	Production
	Pre-Production

	Specific
	
	☐
	☐

	Range
	
	☐
	☐



[bookmark: _Toc62991130][bookmark: _Toc171936074][bookmark: _Toc171947698][bookmark: _Toc445381487][bookmark: _Toc459376900][bookmark: _Toc512261682][bookmark: _Toc514675383]2.5 System account (Admin user details)

Anyone assigned as an Admin role is responsible for maintaining and creating users within these systems. MOSL will assign one Admin user per organisation, whilst creating an account. Once the account is created, the Admin will be responsible for adding additional users. For CMOS, you will receive two separate emails with your username and password. The Bilaterals Hub is set up for Single Sign On, therefore the Admin will login with their own company email address. Only one person is allowed to be admin on creation of a CMOS and Bilaterals account. Admins will be responsible for adding users after account creation. For anyone submitting certificates for MPS2 in preparation of Market Interface Training, will receive admin training before training begins. 

	Role (Admin)
	Email address
	Full name
	Phone number

	Admin
	
	
	
















3. [bookmark: _Toc171947699] Certificate Information

[bookmark: _Toc171947700][bookmark: _Toc146549854]3.1 Type of certificate required

Market Participants are required to purchase a Class 2 (or their equivalent) client certificate. These types of certificates used for the MOSL services, must be compliant with the X.509 v3 standard, and must be issued by a trusted Certificate Authority (Entrust, GlobalSign or Digicert).

An X.509 certificate consists of several fields. The subject field identifies the entity associated with the public key stored in the subject public key field.  

The Subject field holds the Distinguished Name (DN) of the client to which the certificate belongs. A DN is a unique name given to an X.500 directory object. It consists of a few attribute-value pairs called Relative Distinguished Names (RDNs). The relevant RDNs are:
CN: Common Name (must be unique) – Please refer to section 3.2
OU: Organizational Unit
O: Organization
L: Locality
S: State Or Province Name
C: Country Name

The certificates should also comply with the below:
Recommended Signature Algorithms: 
RSA; 
Digital Signature Algorithm (DSA); 
Elliptic curve. 
Recommended Signature Key Lengths: 
2048 bits for RSA; 
2048 bits for DSA; 
224 bit for ECC. 
Hash Algorithms: 
SHA 256 Recommended; 
SHA1 and MD5 should not be used. 
Validity Period: 
Maximum 3 years. 
Certificate Usage: 
Client certificates require the value OID = {id-kp 2} for TLS client authentication to be set. 
Client certificates should not have OID = {id-kp 1} for TLS server authentication set (this indicates a server certificate). 
We recommend that the Market Participant engages with appropriate members of their business who will be able to provide support in the purchase and installation of their client certificates. Market Participants could use third party sub-contractors to purchase certificates on behalf of the Market Participant on condition that the certificate is registered in the Market Participant’s name. 

New entrants starting out in the market as LVI users are only required to have a CMOS portal certificate. If LVI entrants would like FTP access, a second certificate must be added.  HVI users must supply a portal and a B2B certificate. If Market Participants require access to CMOS via the B2B channel (HVI) and/or access to FTP (for Automated Reports), the same certificate provided for B2B (HVI) can be used for FTP (for Automated Reports) access in the same environment.

[bookmark: _Toc171947701]3.2 Common Name naming convention

All CMOS and Bilateral Hub certificates (Portal and B2B) are required to have a unique common name and follow the below Common Name naming convention as this forms part of the login authentication. Non-Unique common names will not be able to be applied in CMOS or Bilateral Hub. The same name cannot be used when renewing certificates either (use the serial number in increments, for example, if your initial certificate name was PRD_ABCWater_R_Portal_1_2024, then on renewal you should name the next certificate as PRD_ABCWater_R_Portal_2_2024 and so on). 
Format: <Instance>_<Market Participant Name>_<Market Participant Type>_<Access Type>_ <Serial>_<Date>
For CMOS, valid <Instance> values are “PRD”, “MPS2” or “MPS”
For CMOS, valid <Access_Type> values are “Portal” or “B2B”
Examples: 
1: PRD_ABCWater_R_Portal_1_2025
2: PRD_ABCWater_R_B2B_1_2025
3: MPS2__ABCWater_W_Portal_1_2025
4: MPS2_ABCWater_W_B2B_1_2025
The same certificate cannot be used across different environments. The only exceptions are:
· The Portal certificate used for CMOS that can also be used for Bilaterals Portal. However, if you are planning to have separate Bilaterals certificates, as part of your extra security steps then please use the below formats, so they can be clearly identified. 
· For HVI users, the B2B certificate is also used for the FTP connection. 
For Bilaterals, valid <Instance> values are “PRD” or “PRE”
For Bilaterals, valid <Access_Type> values are “BH_Portal” or “B2B”
Examples
1: PRD_ABCWater_R_BH_Portal_1_2025
2: PRE_ABCWater_R_BH_Portal_1_2025
3: PRD_ABCWater_R_BH_B2B _1_2025

[bookmark: _Toc171947702]3.3 Certificates to be applied
Add the relevant details and certificates below. If you are supplying certificates for both Production and Pre-production, then add additional rows. 
	Type
	Environment [PROD, MPS, MPS2  for CMOS and PROD, Pre-Prod (for BH)]
	Certificate Common name (Examples under section 3.2)
	Full name of the person responsible for the certificate
	Phone number
	Email address
	Certificate CER file data in Base-64 format

	CMOS Portal (LVI)
	
	
	
	
	
	

	CMOS B2B (HVI)
	
	
	
	
	
	

	CMOS FTP
	
	
	
	
	
	

	BH Portal
	
	
	
	
	
	

	BH B2B
	
	
	
	
	
	




















4. [bookmark: _Toc171936076][bookmark: _Toc171947703] System parameters override requests

Please select which transaction types you require parameter changes:

CMOS MPS:
☐All .M Transactions set to HVI						☐All .R Transactions set to HVI					☐All .W Transactions set to HVI
☐All .M Transactions set to LVI						☐All .R Transactions set to LVI						☐All .W Transactions set to LVI
☐All unsolicited notifications set to HVI	 																			☐All unsolicited notifications set to LVI
 If any exceptions or additional comments, please type below:




CMOS MPS2:
☐All .M Transactions set to HVI						☐All .R Transactions set to HVI					☐All .W Transactions set to HVI
☐All .M Transactions set to LVI						☐All .R Transactions set to LVI						☐All .W Transactions set to LVI
☐All unsolicited notifications set to HVI	 																			☐All unsolicited notifications set to LVI
 If any exceptions or additional comments, please type below:



CMOS Production:
☐All .M Transactions set to HVI						☐All .R Transactions set to HVI					☐All .W Transactions set to HVI
☐All .M Transactions set to LVI						☐All .R Transactions set to LVI						☐All .W Transactions set to LVI
☐All unsolicited notifications set to HVI	 																		☐All unsolicited notifications set to LVI
[bookmark: _Toc514675386] If any exceptions or additional comments, please type below:




Bilaterals Hub Production:
☐ All .M Transactions set to HVI				☐ All .R Transactions set to HVI					☐ All .W Transactions set to HVI 
☐ All .M Transactions set to LVI					☐ All .R Transactions set to LVI					☐ All .W Transactions set to LVI 
☐ All unsolicited notifications set to HVI																☐ All unsolicited notifications set to LVI


Bilaterals Hub Pre-Prod:
☐ All .M Transactions set to HVI				☐ All .R Transactions set to HVI				☐ All .W Transactions set to HVI 
☐ All .M Transactions set to LVI					☐ All .R Transactions set to LVI					☐ All .W Transactions set to LVI 
☐ All unsolicited notifications set to HVI																☐ All unsolicited notifications set to LVI



5. [bookmark: _Toc171936077][bookmark: _Toc171947704] Proforma validation

[bookmark: _Toc171947705]5.1 Organisational Validation and Authorised Users

The submission of the first proforma must be submitted by the acting Contract Manager. After this, the Contract Manager may delegate this duty to an Authorise User(s). These user(s) will then be allowed to submit certificate renewals and IP updates, on the company’s behalf. Please fill in the below to delegate this authority if required.  

Authorised User proforma:
	Position
	Name
	Role
	Email
	Phone

	Delegated Authority
	
	
	
	

	Delegated Authority
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