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This guide explains the supported digital certificates and how to purchase them from approved Certificate Authorities (CAs).. 
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[bookmark: _Toc208911904]Supported Public CAs and Certificates

Below are the supported certificates and guidance on how to obtain them from the relevant Certificate Authorities (CAs).

· GlobalSign (Preferred CA): Enterprise PKI
· DigiCert: Secure Email for Individual Mailbox
· Sectigo: Secure Email S/MIME




 
[bookmark: _Toc208911905]GlobalSign (Preferred): Enterprise PKI

This certificate cannot be purchased directly through the GlobalSign public website. You will need an account and access to their Enterprise PKI portal.

Ask GlobalSign to add Enterprise PKI to your portal account, as it is not enabled by default.

Once you have access to the GlobalSign portal, you can purchase the relevant Enterprise PKI certificates as below screenshot
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When completing the certificate identity details, ensure you select “Yes” for “Use Email Address for Authentication.” This prevents the email address from being added to the Subject Alternative Name field and ensures it remains under DNS settings instead.
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[bookmark: _Toc208911906][bookmark: _Toc146549855]DigiCert: Secure Email for Individual Mailboxes

This certificate also cannot be purchased directly through DigiCert’s public website. You will need an account and access to their portal.

Request DigiCert to add Secure Email Certificates > Secure Email for Individual Mailbox Certificate to your portal account, as it is not enabled by default.

Once added, the certificate should appear as an available option in your DigiCert portal.
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[bookmark: _Toc208911907]Sectigo: Secure Email S/MIME
This type of certificate can be purchased directly through www.sectigo.com

Navigate to Shop > Signing Certificates and select Email Security (S/MIME) to complete your purchase.
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Please note: With DigiCert – Secure Email for Individual Mailbox and Sectigo – Secure Email S/MIME certificate types, it is not possible to include a Common Name or Subject field during issuance. As a result, these certificates are less user-friendly when multiple certificates are being selected, as no names are displayed. Users must therefore identify and select the appropriate certificate by referencing the serial number.
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